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ABSTRACT 
Electronic Healthcare Records (EHR) data are essential for improving 
medical research, advancing patient care, and developing predictive 
healthcare models. However, the sensitive nature of EHR data raises 
significant privacy concerns, that require multiple protective layers and 
mechanisms before allowing the utilization of this data and conducting any 
analysis. Traditional differential privacy techniques, while effective in 
safeguarding patient information, often introduce unreasonable noise that 
compromises data utility. To address this challenge, this study presents a 
composite method that balances privacy protection with data quality. The 
process introduced in this study involves applying random noise as an 
interval-based perturbation technique by randomly adjusting data points 
within a predefined range to construct controlled variability which 
maintains its statistical integrity while allaying the risk of re-identification 
and Gaussian noise is added to enhance privacy protection further for 
preserving the data differentially private. In the second stage, kNN (K-
Nearest Neighbors) is used to generate fully synthetic datasets by 
modeling patterns among neighboring data points. This creates records 
that preserve the original dataset’s statistical properties and relational 
structures without retaining identifiable information. This Two-Stage 
approach ensures robust privacy while producing high-fidelity synthetic 
data suitable for complex analyses, such as predictive modeling and 
longitudinal studies. Looking forward, this method will enable secure data 
sharing across institutions, accelerate AI-driven healthcare innovations, and 
support privacy-conscious research, paving the way for a future where EHR 
data can be leveraged safely and effectively. 
Index Terms: Differential Privacy, Electronic Health Record (HER), 
Perturbation, Time series, Root Mean Square Error (RMSE), Confidence 
Interval, KNN (K-Nearest Neighbors). 
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1. Introduction 
Electronic Health Records (EHR) contain highly sensitive 
patient information, making privacy preservation a 
critical concern in medical research. Sweeney et.al 
discussed about Traditional anonymization techniques 
often fail to provide robust protection against re-
identification attacks1. Dwork et.al developed 
Differential privacy (DP) which has emerged as a gold 
standard for privacy preservation, but its application in 
EHR data often introduces excessive noise, degrading 
data utility2. To address this Denham et.al explored a 
hybrid-combined three techniques to make data private 
which balances privacy and utility3. In our previous 
research, we have introduced a similar Hybrid technique 
which is a combination of addition of interval-based 
perturbation and applying Gaussian noise which gives 
formal guarantees for privacy. By these two stages 
approach the accuracy has increased with less noise and 
thus this data set is more useful for data analysis and for 
prediction. But since the data we used in the previous 
research is a Time series data and mostly numerical it is 
limited to only perturb the numerical data. There are also 
vulnerabilities associated with differentially private data 
are further highlighted by concerns about the sensitivity 
of the algorithms that generate it. For example, Zhu et al 
mentioned that adversarial attacks have been shown to 
exploit weaknesses in the noise and perturbation 
mechanisms of differential privacy methods4. In contrast, 
Cao et al addresses that synthetic data frameworks can 
be designed to avoid these pitfalls by generating data 
that eliminates direct access to original data 
characteristics or patterns that could be manipulated by 
malicious actors5. This literature review examines existing 
approaches to EHR data perturbation, focusing on 
interval-based noise addition, Gaussian noise 
mechanisms, and K-Nearest Neighbors (KNN) for 
synthetic data generation. 
 

RELATED WORK 
The k-nearest neighbors (KNN) algorithm serves as a 
foundational method in machine learning due to its 
heuristic simplicity and intuitive application in 
classification and regression tasks. An emerging area of 
interest within KNN research revolves around the 
generation of synthetic data points, particularly through 
the Synthetic Minority Over-sampling Technique 
(SMOTE). This literature review explores the 
methodologies and implications of using KNN to create 
synthetic data points, elucidating its relevance across 
multiple domains. 
 

The increasing demand for access to Electronic Health 
Record (EHR) data for machine learning and predictive 
analytics has underscored the persistent tension between 
data privacy and utility. A significant body of research 
has explored methods to achieve an optimal trade-off 
between these two competing objectives, ranging from 
differential privacy (DP) mechanisms to synthetic data 
generation frameworks. 
 

Differential privacy, introduced by Dwork and 
colleagues, has become the gold standard for privacy 
preservation by adding calibrated noise to data or 
query results. However, excessive noise often degrades 

analytical performance, leading to loss of data fidelity. 
Recent studies have focused on fine-tuning noise 
parameters and introducing hybrid techniques that 
maintain usability while reducing sensitivity. For example, 
Zhang, Wang, and Zhou 1 proposed a multi-stage DP 
framework that adaptively adjusts noise injection to 
balance confidentiality and accuracy in EHR data. 
Similarly, Chen, Li, and Zeng2 utilized hybrid statistical 
modeling with GAN-based regularization to preserve 
clinical features while maintaining differential privacy 
constraints. 
 
In the medical domain, Gursoy et al. 13 demonstrated that 
local differential privacy can safeguard sensitive health 
data with limited accuracy degradation. Their framework 
achieved an improved privacy-utility equilibrium through 
patient-level perturbations rather than global noise 
addition. Denham et al.3 further improved upon 
traditional anonymization by employing cumulative 
additive noise, enhancing resilience against re-
identification. More recently, Lee, Choi, and Lim9 
proposed an adaptive cluster-based noise injection 
approach that mitigates overfitting while retaining inter-
variable dependencies in healthcare datasets. 
 
While noise-based perturbation offers theoretical 
privacy guarantees, it often reduces the statistical 
integrity of the data. Consequently, researchers have 
turned to synthetic data generation, which creates 
artificial datasets that mimic real data distributions 
without exposing actual records. Among early 
approaches, Chawla et al. 6 developed the Synthetic 
Minority Over-sampling Technique (SMOTE), which 
interpolates between samples using K-Nearest Neighbors 
(KNN) to produce balanced datasets an idea later 
adapted for privacy-preserving health data synthesis. 
 
The application of generative models in healthcare data 
has expanded rapidly. Esteban, Hyland, and Rätsch 3 
introduced conditional GANs for medical time-series 
generation, effectively replicating temporal patterns 
without compromising privacy. Choi et al. 5 further 
advanced this with medGAN, capable of generating 
multi-label discrete patient records that preserve 
complex correlations among variables. Similarly, Park, 
Mohammadi, and Ghosh 4 demonstrated that GAN-
based data synthesis can significantly improve 
downstream classification tasks in imbalanced health 
datasets. 
 
To enhance privacy guarantees, Jordon, Yoon, and van 
der Schaar 6 developed PATE-GAN, a model that 
incorporates teacher-student architecture under 
differential privacy constraints, effectively generating 
synthetic data with quantifiable privacy budgets. 
Extending this idea, Abay et al. 7 and Gonçalves et al. 8 
validated that synthetic patient data generated via deep 
learning models can maintain high statistical fidelity, 
supporting epidemiological and predictive modeling 
applications. 
 
Recent studies have emphasized EHR-specific synthesis 
methods that account for complex clinical dependencies 
and temporal structures. Yoon et al. 16 introduced EHR-
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Safe, a GAN-based architecture that generates high-
fidelity and privacy-preserving EHR data. Their results 
demonstrated strong statistical alignment with real 
datasets and robustness to re-identification risks. 
Similarly, Feki, Abid, and Chetouani 12 and Qian et al. 17 
explored the use of diffusion and transformer models for 
privacy-conscious EHR synthesis, showing that synthetic 
data can maintain predictive validity for clinical risk 
models. 
 
Zhang, Chen, and Zhao 15 applied conditional GANs 
(cGANs) to generate synthetic health records, highlighting 
that maintaining conditional dependencies is essential for 
downstream model reliability. Wang and Johnson 20 
benchmarked WGAN-based synthetic EHR data and 
reported that adversarial architectures outperform 
traditional sampling in both realism and privacy metrics. 
 
In parallel, Nguyen, Rogers, and Hassan 23 examined 
longitudinal EHR synthesis and found that temporal 
coherence remains a challenge, particularly for modeling 
disease progression. Addressing this, Tian et al. 21 
proposed a diffusion-based EHR generator that 
preserves sequence continuity while minimizing privacy 
leakage. Moreover, Yan et al. 22 benchmarked multiple 
EHR generation models and emphasized the need for 
standardized evaluation metrics encompassing fidelity, 
privacy, and fairness. 
 
Hybrid privacy-preserving frameworks that combine 
differential privacy with synthetic data generation are 
emerging as the most promising solutions. EHR-Safe 11 
and Feki et al. 12 both exemplify this by integrating DP 
mechanisms with adversarial learning to produce high-
fidelity synthetic datasets that adhere to strict privacy 
bounds. Patel, Gupta, and Chen 19 also analyzed the 
“fidelity–utility–privacy” trade-off, suggesting that multi-
stage synthesis, involving both noise addition and 
neighbor-based sampling, achieves superior utility 
retention. 
 
Federated learning techniques further extend this concept 
to distributed healthcare environments. Wang, Singh, and 
Liu 10 developed a federated synthetic data generation 
method that ensures local privacy while supporting cross-
institutional model training. Likewise, Zhou, Li, and Lyu 24 
proposed PP-FedGAN, a federated GAN approach that 
prevents data leakage during training, while Huang, Ma, 
and Zhang 25 introduced IGAMT, a graph-attentive 
mechanism that enhances both realism and privacy under 
federated setups. 
 
Evaluating privacy-preserving synthetic data remains a 
major challenge. Foraker et al. 12 compared outcomes 
from real versus synthetic datasets and found minimal 
bias across analytical models, validating the feasibility 
of synthetic EHR for research use. Kaiser, Krishnan, and 
Bennett 14 reviewed privacy and utility metrics and 
emphasized the need for unified quantitative standards 
to assess data realism and confidentiality. Lomurno, Fiore, 
and Gerla 18 proposed a generalized information-
theoretic framework for quantifying the privacy risk of 
shared synthetic data. Additionally, Wang et al. 11 
demonstrated that synthetic data can effectively 

replicate vaccine effectiveness studies, confirming its 
validity for pharmacoepidemiological research.  
 
Bukaita and Chadalawada (2025) 26 propose a two-
stage perturbation mechanism for EHR data, applying 
interval-based random noise followed by Gaussian noise 
to achieve differential privacy while preserving statistical 
properties. Their approach demonstrates improved data 
utility compared to single-stage noise methods. However, 
the study primarily focuses on perturbing existing 
numerical data and does not extend to generating fully 
synthetic records or preserving complex relational 
structures, highlighting an opportunity for KNN-based 
synthetic data generation as proposed in the current 
study. 
 

2. Methodology 
This study employs a multi-layered approach to generate 
privacy-preserving synthetic Electronic Health Records 
(EHR) that balance data utility with robust privacy 
protection. The methodology builds upon established 
techniques in the literature, combining interval-based 
perturbation, Gaussian noise addition, and K-Nearest 
Neighbors (KNN) to create synthetic health records that 
maintain statistical properties and clinical relevance while 
protecting patient privacy. 
 

First Layer – Introduction of Random Noise and 
Gaussian Noise 
The Output dataset of the previous research paper is 
used for the further research in this paper. The previous 
dataset consists of random noise perturbation to minimize 
the noise generated by the excessive gaussian noise and 
Gaussian noise on top of it to give theoretical privacy 
guarantees.  
 
Second Layer – Application of KNN to create synthetic 
data 
Our methodology considered three parameters that 
sequentially applies complementary privacy-preserving 
techniques while maintaining data utility: 
 
K-Nearest Neighbors (KNN) Based Synthesis 
To generate realistic and diverse synthetic patient 
records, we employ a data-driven approach using the K-
Nearest Neighbors (KNN) algorithm as a local sampling 
strategy in high-dimensional feature space. Rather than 
using KNN for classification or regression, it is utilized 
here to produce new data points by interpolating 
between similar real-world samples. This method ensures 
that synthetic samples respect the intrinsic structure and 
correlation present in clinical data. 
 
The core of our synthetic data generation methodology 
utilized a weighted K-Nearest Neighbors approach 
similar to that developed by Mehmet et.al. [10] 
 

Model Initialization:  
Seed Selection: A synthetic data point is generated by 
randomly selecting a single real data point (often called 
a “seed”) from the original dataset. Each seed serves as 
the reference point from which a new synthetic sample 
will be created. By sampling a variety of seeds 
throughout the dataset, this approach ensures diversity 
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and variability in the generated synthetic records. The 
idea is that each seed represents a small neighborhood 
in the feature space, and generating new data points 
based on that local region helps maintain the statistical 
realism of the original dataset without replicating any 
specific individual’s data. This stochastic seed selection 
introduces initial randomization into the process, similar to 
the approach proposed by Mehmet et.al 
 

Consider the original dataset as denoted by 𝒳 = {x₁, x₂, 

..., xₙ}, where xᵢ ∈ ℝ𝑛𝑋𝑑 (where n = number of 

samples, d = features). Each feature vector xᵢ represents 
a patient’s clinical measurements (e.g., age, 
systolic/diastolic blood pressure, glucose level, etc.), and 
d is the total number of attributes used for neighbor 
comparison. 
 

A sample 𝑋𝑠𝑒𝑒𝑑∈ 𝒳 is randomly selected as a seed from 
the existing dataset. To find similar patients to the seed 

point xₛ, we compute the Euclidean distance which is a 
fundamental concept in geometry and machine learning 
used to measure the straight-line distance between two 
points in a multidimensional space. In the context of this 
approach, it quantifies how “similar” two patient records 
are, based on their features (e.g., age, weight, blood 
pressure). Mathematically, the Euclidean distance 
between two vectors, each with d features, is calculated 
as the square root of the sum of squared differences 
between their corresponding elements HU et.al [13] is 
given by the equation 1. This metric is used to find the k-
nearest neighbors of a seed point, which represent the 
most similar patients in terms of clinical features. 

𝑑𝑖𝑠𝑡(𝑋𝑠𝑒𝑒𝑑 , 𝑋𝑖) = √∑ (𝑥𝑠𝑒𝑒𝑑,𝑗 − 𝑥𝑖,𝑗)2𝑑
𝑗=1           (1) 

 
Weighted Synthesis: For each seed point:  
The k nearest neighbors were identified within the feature 
space. Once the k-nearest neighbors of a seed point are 
identified using Euclidean distance, the next step is to 
assign weights to each neighbor based on their proximity 
to the seed. The guiding principle here is that closer 
neighbors should have more influence in the creation of a 
synthetic point. This is achieved through inverse distance 
weighting, where the weight assigned to a neighbor is 
computed as the reciprocal of its distance from the seed, 
with a small constant added to avoid division by zero. As 
a result, nearer neighbors contribute more significantly to 
the new data point, helping preserve local feature 
relationships and reduce the influence of outliers or 
dissimilar records.  
 

Synthetic data point generation is computed as weighted 

average of the k nearest neighbors {𝑥1, 𝑥2, 𝑥3 … … . , 𝑥𝑘} 

corresponding distances {𝑑1, 𝑑2, 𝑑3 … … . , 𝑑𝑘} the 

synthetic point 𝑥𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 is computed as by the equation 

(2) 

𝑥𝑠𝑦𝑛𝑡ℎ𝑒𝑡𝑖𝑐 =
∑ 𝑤𝑖𝑥𝑖

𝑘
𝑖=1

∑ 𝑤𝑖
𝑘
𝑖=1

        (2) 

 

where the weight 𝑤𝑖 is the inverse of the distance is given 
the equation (3) 
 

𝑤𝑖 =
1

𝑑𝑖𝑠𝑡(𝑋𝑠𝑒𝑒𝑑,𝑋𝑖)+ ∈
         (3) 

 

This ensures the generated point lies within the local 
distribution defined by its nearest neighbors, leading to 
realistic and coherent synthetic values across features. 
 

The final step involves computing a synthetic data point 
using a weighted average of the features of the k-
nearest neighbors. Each neighbor’s features are 
multiplied by their respective weight (from the previous 
step), and then the weighted sum is divided by the total 
of the weights. This process creates a new, interpolated 
point that lies within the neighborhood defined by the 
original data, but is not an exact copy of any one record. 
The use of a weighted average ensures that the synthetic 
point is smoothly integrated into the local distribution of 
the dataset, thereby maintaining the overall statistical 
integrity and clinical plausibility of the synthetic data. 
 

This approach preserves local relationships and statistical 
properties while ensuring that no synthetic record exactly 
matches an original record, providing a final layer of 
privacy protection. 
 
EXPERIMENT AND COMPARISON ANALYSIS 
In our experiment, we have considered the Output 
dataset of the previous research paper two stage 
approach which preserved the statistical properties and 
the data is private. A KNN model with k=3 was fit to the 
preprocessed dataset, establishing the neighborhood 
structure within the feature space. The choice of k=3 was 
based on empirical findings from Mehmet et.al, who 
demonstrated that small k values (3-5) provide optimal 
privacy-utility balance for clinical datasets of this size. 
 
Now, KNN is Used to generate Synthetic data out of the 
perturbed dataset shown in Table I to generate fully 
synthetic records as shown in Table II and ensures that 
synthetic points derived from an already anonymized 
base reduces further re-identification risk. 

Table II: Perturbed Dataset  
Name Age Weight, 

Kg 
Heart, rate Cholesterol Body, 

Temperature 
Hospital, 
Stay 

BMI Oxygen 
Saturation 

Jane Smith 29 83 88 188 37.5 4 27.1 99 

Alice Johnson 70 59 80 232 37.1 3 19.3 93 

Sophia White 70 88 80 213 36.8 8 28.7 98 

David Clark 63 100 89 210 36.6 5 32.7 92 

James Brown 27 98 81 164 37.3 3 32 98 

Alice Johnson 24 58 99 218 36.6 4 18.9 93 

Linda Harris 74 78 91 232 36.9 4 25.5 98 

Linda Harris 71 69 69 174 37.1 8 22.5 100 

Linda Harris 70 73 72 237 37.3 10 23.8 100 
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Table II: Synthetic Data Using KNN 

Name Age 
Weight, 
Kg 

Heart, 
rate 

Cholester
ol 

Body, 
Temperature 

Hospital, 
Stay BMI 

Oxygen 
Saturation 

Christopher 
Downs 29 81 68 224 36.8 6 

26.
4 95 

Nathan Hodges 31 81 90 220 36.6 9 
26.
4 98 

Angela Riddle 68 61 70 217 37 4 
19.
9 90 

Bonnie Roman 40 97 99 208 37.1 1 
31.
7 92 

Cameron 
Spencer 52 84 60 209 36.6 4 

27.
4 93 

Amber Diaz 78 98 74 177 36.5 6 32 95 

Melissa 
Wiggins 74 66 64 240 37.3 1 

21.
6 91 

Michael Harris 78 83 78 182 36.6 1 
27.
1 93 

Deborah Barry 33 61 81 224 37 7 
19.
9 96 

 
Measuring the differences between original datasets and 
synthetic data is crucial in synthetic data generation, 
particularly in preserving utility and privacy in fields such 
as healthcare Wang et.al [11]. The evaluation typically 
involves a combination of statistical tests, predictive 
model comparisons, and visualizations to assess similarity 
across key metrics 
 
Foraker et.al [12] did research on spotting the difference 
between the original data and synthetic data and one 
primary measure involves statistical comparisons of 
distributions between synthetic and original datasets. 
Techniques such as the Kolmogorov-Smirnov test can be 
employed to quantify the differences in distributions of 
continuous variables. This comparative analysis 
establishes whether the synthetic data can serve as valid 
replacements or augmentations to the original data 
without compromising the underlying characteristics of the 
data 
 

The results of the Kolmogorov–Smirnov (K–S) test from the 
below Table – III reveal that, for most features, the 
synthetic dataset closely mirrors the original data in terms 
of statistical distribution. Specifically, variables such as 
Age, Weight Heartrate, Cholesterol, Body_ 
Temperature, Hospital Stay, BMI, and Oxygen Saturation 
all returned high p-values (p > 0.05), indicating no 
significant statistical difference between the real and 
synthetic data for these attributes. This suggests that the 
synthetic generation method effectively preserved the 
underlying structure of most clinical variables, maintaining 
their utility for downstream analysis. The only exception 
was the Name feature, which showed a statistically 
significant difference (p = 0.0002), as expected, since 
synthetic names were randomly generated and are not 
intended to reflect the original values. Overall, the 
analysis supports that the synthetic data is both 
statistically valid for key features and privacy-
preserving, achieving a strong balance between data 
utility and confidentiality. 

 
Table III: K-S Test Results: Original Vs Synthetic Dataset 

Feature KS Statistic p-value Significant Difference 

Name 0.1933 0.0002 Yes 

Age 0.0367 0.9959 No 

Weight_Kg 0.0517 0.8945 No 

Heart_rate 0.06 0.7648 No 

Cholesterol 0.0467 0.9489 No 

Body_Temperature 0.065 0.6742 No 

Hospital_Stay 0.0417 0.9816 No 

BMI 0.0517 0.8945 No 

OxygenSaturation 0.06 0.7648 No 

 
In the below Figure I, shows the comparison of the original 
dataset to the synthetic dataset out of KNN. Across all 
variables—such as age, weight, heart rate, glucose level, 
cholesterol, and vital signs—the synthetic data closely 
approximates the median and dispersion interquartile 
range of the original dataset. The overall spread of each 
boxplot indicate that the synthetic data captures the 
variability and distributional shape of the real data 

without introducing significant bias or distortion. Notably, 
variables like BMI, systolic and diastolic blood pressure, 
and oxygen saturation show nearly identical distributions, 
suggesting a strong fidelity in synthetic data generation. 
This visual evidence supports the statistical similarity 
between the two datasets, implying that the Two-Stage 
KNN method successfully retains the statistical properties 
of the original data. 

 



Balancing Privacy and Data Utility in Electronic Health Records 

© 2025 European Society of Medicine 6 

Figure I: Boxplot Analysis of Statistical Consistency in Synthetic Data. 

 
 
Building upon our prior work that introduced a two-stage 
perturbation mechanism—comprising initial bounded 
random noise injection followed by Gaussian noise 
calibrated to differential privacy parameters—we now 
extend the robustness and analytical integrity of synthetic 
datasets through a novel K-Nearest Neighbors (KNN)-
based interpolation method. The earlier research 
demonstrated that combining random noise with the 
Gaussian mechanism offers measurable advantages in 
terms of lower error metrics, improved statistical fidelity, 
and reduced information leakage, thereby validating the 
hybrid approach to privacy preservation. However, while 
these methods enhance the utility of perturbed data, they 
still operate within the constraints of modifying existing 
records. 
 
In this current continuation, we explore a fundamentally 
different yet complementary strategy: the generation of 
new synthetic records via KNN-based local interpolation. 
This method does not rely on direct perturbation of 
original data but rather on the reconstruction of 
statistically valid samples by averaging the nearest 
neighbors of randomly selected seed points. By 
leveraging inverse distance weighting, the synthetic data 
points inherit local statistical properties without 
duplicating exact records, offering an elegant solution to 
both privacy and utility concerns. 
 
The integration of KNN-based synthesis with the two-
stage noise model significantly elevates the privacy-
utility tradeoff frontier. While the previous dual-
perturbation method ensured rigorous privacy 
guarantees and low estimation variance, the KNN-based 
generation further reduces direct data exposure and 
enhances dataset diversity. Notably, the synthetic data 
created through this method retains key statistical 
structures, supports downstream predictive modeling, and 
maintains fidelity in regression analysis and feature 
correlation. Empirical results indicate that regression 
coefficients computed from the synthetic dataset remain 
stable and interpretable, reflecting the integrity of the 

original data distribution. 
 

3. Discussion 
The results of this study demonstrate that the proposed 
Two-Stage framework—comprising random and 
Gaussian noise perturbation followed by KNN-based 
synthetic data generation—effectively balances privacy 
preservation and data utility in Electronic Health Records 
(EHR). The combination of perturbation and synthesis 
overcomes the limitations inherent in single-stage 
differential privacy mechanisms that often inject 
excessive noise, compromising data fidelity. 
 

4. Conclusion 
The introduction of random noises with ideal intervals, 
followed by the application of Differential Gaussian 
noises, presents a promising avenue for enhancing both 
the robustness and utility of differentially private 
datasets. This First stage perturbation strategy allows for 
initial obfuscation of individual data points through 
bounded random noises and adding gaussian noise which 
mitigates privacy risks and gives theoretical guarantees 
while preserving core statistical structures 
 
The application of k-nearest neighbors (KNN) to the 
output of our two-stage noise injection process creates 
high-quality synthetic data that maintains the statistical 
properties of the original dataset while providing 
enhanced privacy protection. By using KNN on the 
perturbed data points, we generate synthetic 
observations that preserve the underlying distribution 
and relationships while further obscuring individual 
records. This synthetic data generation step builds upon 
the privacy foundations established by our dual 
perturbation technique, offering an additional layer of 
protection without compromising analytical utility. 
 
Moreover, this layered strategy with KNN synthesis 
allows for customizable privacy-utility tradeoffs 
depending on the dataset's sensitivity and intended use. 
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Our approach effectively mitigates practical challenges 
faced when tuning differential privacy parameters in 
isolation. For instance, the initial random noise stage 
reduces the required noise scale in the Gaussian 
mechanism, minimizing degradation in data utility before 
KNN synthesis creates privacy-preserving synthetic 
records. 
 
This combined approach addresses some of the practical 
challenges in implementing differential privacy, such as 

tuning ε (epsilon) and δ (delta), by reducing the reliance 

on large noise scales. The initial stage of random noise 
can lower sensitivity, while KNN-based synthesis avoids 
direct perturbation altogether—thus minimizing the 
cumulative distortion typically associated with privacy-
preserving methods. 

In conclusion, our findings demonstrate that the 
hybridization of noise-based privacy techniques with 
KNN-based synthetic data generation constitutes a 
powerful framework for real-world applications, 
especially in healthcare, where data privacy and 
analytical reliability are both paramount. This layered 
strategy not only strengthens privacy protection but also 
preserves statistical utility, enabling the development of 
synthetic datasets that are both safe to share and 
meaningful for machine learning, epidemiological studies, 
and policy planning. As data-driven decision-making 
becomes increasingly central in public health and 
artificial intelligence, such integrated techniques offer a 
viable and scalable path forward. 
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